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Agenda 
• Records in SA context 
• Records in any format: cloud computing – what is it? 
•  The InterPARES approach 
•  InterPARES resources 
• Archival diplomatics – development and concepts 
• Digital forensics 
• Email 
• Websites 
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Records Management 
•  From the National Archives & Records Service of South 

Africa: 
•  “Sound records management is fundamental for good 

governance, effective and efficient administration. It forms 
the basis for formulating policy, managing resources and 
delivering services to the public. Records Management 
also provides a basis for accountability and protecting the 
rights of individuals.” 
 

•  https://www.nationalarchives.gov.za/node/421 
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Constitutional mandate 
• Section 195(1)(f) Public administration must be 

accountable 
• Section 195(1)(g) Transparency must be fostered by 

providing the public with timely, accessible and accurate 
information 

  

•  http://us-cdn.creamermedia.co.za/assets/articles/
attachments/69519_english.pdf 
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Office of the Auditor General 
•  “The Auditor-General of South Africa has a constitutional 

mandate… to strengthen our country’s democracy by 
enabling oversight, accountability and governance in 
the public sector through auditing, thereby building public 
confidence.” 
 
 

•  http://www.agsa.co.za 
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Interdependence relying on records 

Constitution 

• Mandates 
accountability, 
transparency, 
access, accuracy 

Public 

• Right of access to 
all government 
information 

OAG 

•  Audits financial 
records of 
government to 
report to the public 
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Open Government Partnership 
•  Launched September 20, 2011 
• SA one of the founding partners of 8 countries 
• Now the OGP includes 63 participating countries 
• Aligned in South Africa to the five year national priorities 

and linked to the Constitution 
•  Four pillars are Accountability, Technology & Innovation, 

Citizen Participation, and Transparency 
 

•  http://www.ogp.gov.za 
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NARS Integrated Document & Records 
Management Systems 
•  Managing a functional subject file plan according to which 

records are filed 
•  Managing e-mail as records 
•  Managing websites as records 
•  Maintaining the relationships between records and files, and 

between file series and the file plan 
•  Identifying records that are due for disposal and managing the 

disposal process 
•  Associating the contextual and structural data within a 

document 
•  Constructing and managing audit trails 
•  Managing records version control 
•  Managing the integrity and reliability of records once they have 

been declares as such 
•  Managing records in all formats in an integrated manner 
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What records do you manage? 
• Are you responsible for cultural heritage records? 

•  Are your records of concern digitized? Born digital? 
•  Are holdings/finding aids accessed online? 
•  Are you using cloud services? 
•  Describe your processes for acquisition, appraisal, description, 

preservation, access 
•  What are your biggest concerns? 

• Are you responsible for current records? 
•  Are your paper and digital records systems integrated? 
•  What types of digital records do you have? 
•  Are you using cloud services? 
•  Are your digital records subject to retention and disposition? 
•  What are your biggest concerns? 
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EDMS, ERMS, or ECM? 
• Are EDMS and ERMS  

predecessors to ECM*? 

 
 
 
 
•  From the point of view of records management what 

matters is how records are created, managed, and 
preserved 
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*See Shadrack Katuu, “ECM Implementation in South Africe,” Records Management Journal, 21(1)  



EDMS or ERMS 

An EDMS An ERMS 
•  allows documents to be modified; 
•  allows documents to exist in 

several versions; 
•  may allow documents to be 

deleted by their owners; 
•  may include some retention 

controls; 
•  may include a document storage 

structure, 
•  which may be under the control of 

users; 
•  is intended primarily to support 

day-to-day use 
 
 
 
 

 
 
MoReq 2 p. 109 

•  prevents records from being 
modified; 

•  allows a single final version of a 
record to exist; 

•  prevents records from being 
deleted except in certain strictly 
controlled circumstances; 

•  must include rigorous retention 
controls; 

•  must include a rigorous record 
arrangement structure (the 
classification scheme) which is 
maintained by an administrative 
role; 

•  may support day-to-day working, 
but is primarily intended to provide 
a secure repository for business 
records. 
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But… functional requirements 
•  Case file handling with proper disposition 
•  File plan structure: hierarchical, enumerated and ordered  

file plan that ban be managed independently of the records 
•  Formal disposition: 3-step process (qualify, review, dispose) 
•  Secure destruction 
•  Transfer 
•  Flexible cut off dates 
•  Email integration 
•  Classification accuracy and measurement – minimum 85% 

accuracy 
•  Security and access control 
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Preservation 
• Evidence in support of the authenticity of the records must 

be intentionally and explicitly documented, due to their 
fragility and manipulability, 

• Because the structure and content of digital records is not 
linked in the same way as it is for analogue records, the 
digital components that together form the record, and are 
separable, must be identified and preserved in order to 
reproduce the compete record, and 

• Because digital preservation is complex and costly, the 
feasibility of preservation – both financial and technical – 
must be assessed as part of the appraisal process  
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•  “Cloud-first strategies are the foundation for staying 
relevant in a fast-paced world” Gartner, 2015 

•  “Enterprise adoption of the cloud has truly moved into the 
mainstream, with 68% currently using public or private 
cloud… a 61% increase over last year…” IDC, 2016 

•  “The greater the level of cloud adoption, the higher the 
level of business benefits achieved” IDC, 2016 

•  “On average, per application deployed on cloud, 
organizations studied are achieving $3 million in additional 
revenue… [and] $1 million in cost reduction…” IDC, 2016 

What about the cloud? 

Enticing, but… 
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•  http://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-
trends-2016-state-cloud-survey 

• Cloud users are leveraging 6 clouds on average 
• Lack of resources/expertise – not security now cited 
as top challenge 



•  “There is no cloud. It’s just someone else’s 
computer.” (Popular) 

•  True? 
•  “… if you’re saying that, the joke is on you, because it 

means you don’t understand what the cloud actually 
is.” (Branscombe, 2017) 

What is ‘the cloud’? 
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•  “A model for enabling convenient, on-demand network 
access to a shared pool of configurable computing 
resources that can be rapidly provisioned and released 
with minimal management effort or service provider 
interaction.” 

• Delivered in one or a combination of deployment models: 
public, private, community, hybrid 

•  Three main service models: SaaS, PaaS, IaaS 

Cloud computing: NIST 
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•  “The simplest definition of cloud is a data centre that’s full 
of identical hardware … [in which] every deployment, 
update, investigation, and management process is 
automated.” Branscombe, 2017 

NIST interpreted 
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5 essential characteristics 
• On-demand self-service 
• Broad network access 
• Resource pooling 
• Rapid elasticity 
• Measured service 

20 



NIST definition of cloud computing 
• Cloud infrastructure: the collection of hardware and 

software that enables the five essential characteristics 
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4 deployment models 
• Private cloud: exclusive use by single organization 
• Community cloud: exclusive use by a single community of 

like-minded users/orgs 
• Public cloud: provisioned for open public use 
• Hybrid cloud: a mix of infrastructures that remain distinct 

but are bound together by standardized or proprietary 
technology 

 

22 



3 service models 
•  Infrastructure as a Service (IaaS): use provider’s 

infrastructure for processing using consumer-provided OS 
and applications (equipment) 

• Platform as a Service (PaaS): use provider’s cloud 
infrastructure to run consumer-created or acquired 
applications (loaded applications) 

• Software as a Service (SaaS): use provider’s applications 
(functioning software) 
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???-as-a-Service (snazzier!) 
• Storage-as-a-Service 
• Database-as-a-Service 
•  Information-as-a-Service 
• Process-as-a-Service 
• Application-as-a-Service 
•  Integration-as-a-Service 
• Security-as-a-Service 
• Management/Governance-as-a-Service 
•  Testing-as-a-Service      

       David Linthicum, 
Cloud Computing and SOA Convergence in Your Enterprise 
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And… 
• Digital-Forensics-as-a-Service (DFaaS) 

•  Developing in this decade  

• Preservation-as-a Service-for-Trust (PaaST) 
•  Being developed by InterPARES Trust and OMG 
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Issues to consider ~ benefits 
• Scalability 
• Resiliency & reliability of service 
• Efficiency & ease of use 
• Reduced costs 
•  Interoperability & integration 
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Challenges – risks and threats  

Hardware 

•  Failure  
• Obsolescence 
•  Incompatability 
• … 
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Software 

•  Versioning 
• Obsolescence 
•  Interoperability 
• … 

Networks 

•  Security 
•  Access 
•  Availability 
•  … 



Issues to consider ~ risks 
• Outages beyond control of the user 
• Security – hackers & malicious insiders 
• Business continuity 
• Unexpected costs 
•  Lack of standards, proprietary interfaces 
• Compliance & e-discovery 
• Privacy & confidentiality 
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Issues to consider ~ unknowns 
•  Intellectual property & copyright 
•  Integrity of information 
•  Loss of governance 
• Data ownership 
•  Information retrieval & destruction 
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Issues to consider ~ and more… 
(From first in list of NIST reports) 

• Portability to and from consumer-CSP 
•  Interoperability between providers 
• Disaster recovery 
• Compliance – still the obligation of the consumer 
•  Lack of visibility (trust!) 
• Data location 
•  Jurisdiction and regulation 
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Issues to consider ~ and even more… 
(From first in list of NIST reports) 

• Support for forensics 
•  How are clocks synchronized? 
•  What can the CSP look at when capturing an image? 
•  What can the consumer see of various logs? 
•  Who is responsible? (e.g. CSP in SaaS model; consumer in IaaS 

model) 
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• Most challenges discussed represent present concerns 
with current data (data-centric thinking): 
•  Is data secure from alteration or interference? 
•  Can personal privacy be protected? 
•  Can regulations and laws be observed in the face of cross-

jurisdictional data transfer? 
•  What guarantees of continuity of service exist? 
•  How will data breaches be handled? 

Challenges 



• Recordkeeping challenges look beyond the immediate 
present, reaching into the past, and projecting into the 
future (record-centric thinking) 
•  Can context of records be protected? 
•  Can provenance be demonstrated? 
•  Can retention & disposition be carried out? 
•  Can access and usability be assured over time? 
•  Can intellectual rights be respected? 

Challenges 



Challenges – how to protect 

Record(s) 

•  Authenticity 
•  Reliability 
•  Security 
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Social Controls 

•  Policies 
•  Procedures 
•  Audit 

Technological 

•  On records 
•  On people 



Cloud computing guidelines - OIPC 
• How does BC’s Freedom of Information and Protection of 

Privacy Act apply to use of cloud computing in BC 
•  Personal information is any recorded information about an 

identifiable individual (excluding business contact information) 
•  FIPPA governs personal information in the custody or under the 

control of a public body 
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Some indicators of control 
•  The record was created by an employee, officer or member of the public 

body in the course of his or her duties 
•  The record was created by an outside consultant for the public body 
•  The public body possesses the record, either because it has been 

voluntarily provided or pursuant to a statutory or other requirement 
•  An employee, officer or member of the public body possesses the record 

for the purposes of his or her duties 
•  The record is specified in a contract to be under the control of a public 

body 
•  The content of the record relates to the public body’s mandate 
•  The public body has a right of possession of the record 
•  The public body has authority or a duty to regulate the record’s use and 

disposition 
•  The public body has relied on the record to a substantial extent 
•  The record is integrated with other records held by the public body 
•  A contract permits the public body to inspect, review, possess or copy 

records produced received or acquired by the contractor as a result of the 
contract         From Order F06-01: Ministry of Energy, Mines & Petroleum Resources, RE, 
2006 CanLII 3255 (BC IPC) 
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Summary:  
Benefits and risks of cloud computing 
• Lower cost of technology 
and personnel 

• Delegate security, 
accessibility, disposition, 
preservation 

• Be more service-
oriented (open 
government one 
example) 

•  Increased functionality 
• … 

• Service provider may be 
sold, go bankrupt, 
discontinue service 

• Records may be lost, 
mixed up, destroyed or 
not destroyed  

• Unauthorized access 
from within or outside 

• Location of records 
unknown 

• … 
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NIST reports 
1.  “Cloud Computing Synopsis and Recommendations.” Special 

Publication 800-146. Gaithersburg, MD: NIST, May 2012. 
2.  “Confidentiality of Personally Identifiable Information (PII).” NIST 

Special Publication. Computer Security. Gaithersburg, MD: NIST, 
April 2010. 
http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf. 

3.  “Definition of Cloud Computing v15.” Online, 2010. 
http://csrc.nist.gov/groups/SNS/cloud-computing/. 

4.  “Glossary of Key Information Security Terms.” Gaithersburg, MD: 
NIST, May 2013. 
http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf. 

5.  “NIST Cloud Computing Forensic Science Challenges.” 
Gaithersburg, MD: U.S. Department of Commerce, June 2014. 
http://csrc.nist.gov/publications/drafts/nistir-8006/
draft_nistir_8006.pdf. 
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The InterPARES Approach 
•  The application of archival diplomatics to analyze and 

understand the creation and preservation of digital 
records, where 

• Archival diplomatics is the union of the science of 
diplomatics and archival theory, and 

•  The integration of concepts from digital forensics, where 
• Digital forensics is the use of scientifically derived and 

proven methods toward the preservation, collection, 
validation, identification, analysis, interpretation, 
documentation, and presentation of digital evidence 
derived from digital sources to facilitate or reconstruct 
events, or help to anticipate unauthorized future actions 
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InterPARES framework 
• Conceptual analysis of records based on the model of the 

ideal record provided by archival diplomatics 
•  The development of a functional model of records in 

digital systems 
•  The development of functional requirements for 

recordkeeping systems to create, maintain and preserve 
records 
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Who is this for? 
Cloud – 

enterprise/
govt 

Cloud - 
individual 

LANs 

Digital: stand alone systems, 
shared drives 

Fundamental concepts – all record 
formats, analog & digital 
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What is InterPARES? 
• An international research partnership 
• Headquarters at University of British Columbia 
•  1998-2018 
• Conducted in 4 phases – 3 complete, 1 nearing 

completion 
• Developing knowledge essential to the long-term 

preservation of authentic records, created and/or 
maintained in digital form, and 

• Providing the basis for standards, policies, strategies, 
and plans of action capable of ensuring longevity and 
trustworthiness of digital records 
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•  1998-2001 www.interpares.org  
• Researched issues pertaining to digital records in 

databases and office management systems in the course 
of administrative activity 

•  Focused on developing theory and methods to ensure 
preservation of authenticity  

• Studied records from the perspective of the records 
preserver 

 

InterPARES 1 
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•  2002-2007 www.interpares.org  
• Researched issues pertaining to digital records in 

dynamic and interactive systems in artistic, scientific, and 
government activity 

• Examined issues of authenticity, reliability, and accuracy 
over the lifecycle 

• Studied records from the perspective of the records 
creator 

 

InterPARES 2 
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•  2007-2012 www.interpares.org  
• Put theory into practice in archives / records units in 

organizations with limited financial or human resources 
• Applied and tested the findings of InterPARES 1 and 2 to 

implement sound programs supporting the creation and 
preservation of digital records that could be shown to be 
authentic, reliable, accurate 

 

InterPARES 3 
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https://interparestrust.org  
Purpose:  
•  To generate theoretical & methodological frameworks 

to support development of integrated & consistent 
local, national, & international networks of policies, 
procedures, regulations, standards, & legislation for 
digital records in online, networked, environments, in 
order to 

• Ensure public trust grounded on evidence of good 
governance, strong digital economy, & persistent digital 
memory 

InterPARES Trust (2013-2018) 
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•  Legislation: Italy, China 
• Standards: DOD 5015.2 (2007), MoReq 2 (2008), OAIS 

(2009), CGSB 72.34 (2017) 
• Policies & procedures: all participating countries, public/

private sector 
• Curriculum for continuing education, university training: 

ICA Education Modules for Digital Preservation (2012 with 
translation to Chinese, Spanish, Arabic); Digital 
Diplomatics and Digital Records Forensics (2013-present, 
UBC) 

Impact of InterPARES 
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InterPARES resources 
•  InterPARES 2 Book, 

http://www.interpares.org/ip2/book.cfm 
•  Appendix 19: A Framework of Principles for the Development of 

Policies, Strategies and Standards for the Long-term 
Preservation of Digital Records 

•  Appendix 20: Creator Guidelines - Making and Maintaining 
Digital Materials: Guidelines for Individuals 

•  Appendix 21: Preserver Guidelines - Preserving Digital Records: 
Guidelines for Organizations 
•  Appendix 21a: Benchmark Requirements Supporting the Presumption 

of Authenticity of Electronic Records 
•  Appendix 21b: Baseline Requirements Supporting the Production of 

Authentic Copies of Electronic Records 
•  Appendix 21c: Digital Records Maintenance and Preservation 

Strategies 
 

•  Digital Records Pathways – Topics in Digital Preservation, 
www.ciscra.org  
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Benchmark Requirements 
supporting the presumption of authenticity 

49 



Baseline Requirements supporting the 
production of authentic copies 
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Products - putting theory into practice 
Creator & Preserver Guidelines 

http://www.interpares.org/ip2/ip2_products.cfm   

51 



Creator Guidelines – Principles 
•  Accessibility 
•  Fixity 
•  Identity 
•  Integrity 
•  Organization 

•  Authentication 
•  Protection 
•  Backup 
•  Obsolescence 
•  Awareness 
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Ensuring accessibility 
• Accessibility 

•  Choose software and hardware for interoperability 
•  Choose software that is backwards compatible 
•  Adopt official or de facto software standards 
•  Fully document all choices and any customization 
•  Choose widely used, non-proprietary, platform independent, 

uncompressed formats with freely available specifications where 
possible 

•  Choose lossless compression when compression is required 
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Ensuring fixity 
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Ensuring fixity 
• Records must have fixed form & stable content 
•  The information and data in the record cannot be 

overwritten, altered, deleted, or expanded 
•  The message conveyed by the digital record can be 

rendered with the same documentary presentation it had 
on the screen when first saved 

•  The bit streams (digital presentation) may change, but the 
documentary presentation should not 

• Example: Word document to .pdf file 

55 



Ensuring fixity 
•  The digital materials can be presented in different ways, 

but the underlying data does not change 
• Example: statistical data presented as a graph or a pie 

chart 
•  The content is selected from a larger data set based on a 

query, but the same query always returns the same 
results 

• Example: subset of statistical data chosen for specific 
variables 
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Establishing identity 
•  The whole of the characteristics of a document or records 

that uniquely identify it and distinguish it from any other 
document or record 
•  Name of persons: author, writer, originator, addressee, recipient 
•  Name of action or matter 
•  Documentary form & digital presentation 
•  Dates of creation & transmission 
•  Expression of documentary context 
•  Indication of attachments 
•  Indication of presence or removal of digital signature 
•  Indication of other forms of authentication 
•  Version 
•  Existence and location of duplicates 
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Carry forward evidence of integrity 
•  The quality of being complete and unaltered in all 

essential respects 
•  Names of handling person/office 
•  Name of person/office with primary responsibility for keeping the 

record 
•  Indication of annotations added to the material 
•  Access restriction code – who can read 
•  Access privileges code – who can annotate, delete, etc. 
•  Vital record code 
•  Planned disposition 
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Systematic organization of digital 
materials 
• Classification based on organizational needs 
• Consistent with the organization of paper records 
• Documented in a classification scheme, or file plan 
• Each group is assigned a code that is linked to the 

records and becomes part of the identity metadata 
•  Linked to retention and disposition schedules 
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Use authentication techniques 
• A declaration of a record’s authenticity at a specific point 

in time, resulting either from the insertion or the addition of 
an element or a statement to a record, by a person 
entrusted with the authority to make such a declaration 
•  Technology-independent authentication 
•  Technology-dependent authentication 

•  The presumption of authenticity is an inference drawn 
from known facts about how the record was created and 
maintained 
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Presumption of authenticity 

Technology- independent  ✓ 

•  The facts about how a 
record was created & 
maintained 

•  The more facts, the 
stronger the presumption 
of authenticity 

•  The more care taken in 
creation & maintenance, 
the more trustworthy are 
the records 

 

Technology-dependent  ✗ 
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• Digital signature 
• Attached to the record 

(equiv to a seal) 
• Subject to obsolescence 
• Cannot be migrated to 

new or updated software 
together with the 
documents they 
authenticate 



Protect from unauthorized action 
• Demonstrate that tampering is impossible – access 

restrictions 
• Demonstrate that unauthorized alteration is impossible – 

access privileges 
• System should maintain an audit trail to track access to 

material and control the administration and use of access 
privileges 
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Protect from unauthorized loss 
• Backup and/or redundancy protects against loss and 

corruption 
• Develop a rigorous backup policy and routine 

•  Full system backup 
•  Records backup 

• Audit trail 
• Stay current 
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Avoid hardware/software obsolescence 
• Work with IT and legal departments 
• See the first guideline – Accessibility! 

• Remember that the ability to preserve digital records 
(more accurately, the ability to produce authentic copies of 
digital records) that can be presumed authentic and 
demonstrated to be reliable and accurate begins at 
creation! 
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Preserver Guidelines – Principles 
• Manage Chain of Preservation framework 
• Appraise records for permanent preservation 
• Acquire selected records for permanent preservation 
• Preserve accessioned records 
• Output records 
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Relevance for records managers 
• Digital records require careful, systematic management 

over their entire lifecycle to remain readable and useable 
•  The guidelines are designed to address preservation 

needs of organizations whose records must be retained 
for long periods as well as archival institutions 
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Benchmark requirements 
•  These guidelines can also be expressed as benchmark 

requirements against which to measure a records creation 
system 

•  The benchmark requirements are the conditions that 
serve as a basis for assessing authenticity based on the 
manner in which the records have been created, handled, 
and maintained 

• Core information about the record and procedural controls 
over the record establishes the record’s identity and lays a 
foundation for demonstrating its integrity 

• Benchmark Requirements.pdf 
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Manage chain of preservation 
• Establish scope and objectives 
• Acquire resources 
•  Focus on born digital records 
• Offer advice on digital creation and maintenance 

•  Because the ability to preserve digital records begins at creation 

• Set a good example 
• Establish procedures 
•  Implement maintenance strategies* 
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Appraise records for preservation 
• Appraise early 
•  Locate multiple owners (example, shared resources, web 

pages…) 
• Assess authenticity 
• Document the assessment of authenticity 
• Monitor records identified for long-term preservation 
• Update appraisals 
•  Identify all digital components 
• Determine feasibility of preservation 
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Acquire selected records 
• Develop shared plan for transfer 
• Enforce standardized procedures 
• Keep the oldest available logical format 
• Avoid (unintentional) duplicates 
• Document all processing 
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Preserve accessioned records 
• Describe 
•  Identify legal ramifications of preservation actions 
• Confirm the effectiveness of preservation strategies 
• Maintain proper storage 
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Output records 
• Explain how reference copies were made 

•  Document reproduction process 

• Explain the technical requirements for access 
•  Different reference formats for different users 
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The science of diplomatics 
in Mabillon’s words… 
“…it is necessary to devise and hand down rules for 
distinguishing genuine manuscripts from those that are 
false and interpolated. ... I undertook this task after long 
familiarity and daily experience with these documents. For 
almost twenty years I had devoted my studies and energies 
to reading and examining ancient manuscripts and 
archives, and the published collections of ancient 
documents. ... I compared and weighed them with one 
another that I might be able to compile a body of 
knowledge which was not merely scanty and meager, but 
as accurate and as well-tested as possible in a field which 
had not been previously investigated.” 
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Mabillon’s fundamental assumptions 
•  The context of a document’s creation is discoverable in its 

physical &intellectual form 
• Elements of form can be examined separately from 

content 
=> Mabillon identified the necessary and sufficient 
elements of documents and the purpose each fulfilled 



Diplomatic theory 
•  The study of record form, and of the process of record 

creation 
•  Theoretical knowledge developed in the 17th and 18th 

centuries “for the purpose of proving the reliability and 
authenticity of documents” 

• Based on empirical study about the components, formal 
elements, relationships with actions and persons, process 
of creation, mode of transmission, effectiveness of 
records 
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Diplomatics is a formative discipline 
• A way of thinking about archival documents; a model of 

the ideal record and its nature 
• A method of analysis that distinguishes 

•  Contexts 
•  Actions/transactions 
•  Persons 
•  Procedures 
•  Relationships  
•  Elements of form 
•  Status of transmission  

• Deductive studies of bodies of existing documents 
•  Inductive application to create functional requirements for 

records and record systems 
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Classic & modern diplomatics 
•  First use of diplomatic concepts were to study medieval 

charters, instruments, and deeds - it looks back 
• Second use adapted, elaborated, & developed the classic 

concepts and methodology to study modern documents of 
all types – it looks at the present and predicts the future 



What is digital diplomatics? 
•  The use of digital technologies to enhance diplomatic 

analysis of ancient documents 
•  The use of the principles of diplomatics to examine, 

evaluate, and understand digitized and born digital 
material 
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Digital forensics 
• Digital forensics is the use of scientifically derived and 

proven methods toward the preservation, collection, 
validation, identification, analysis, interpretation, 
documentation, and presentation of digital evidence 
derived from digital sources to facilitate or reconstruct 
events, or help to anticipate unauthorized future actions 
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Archivists and Forensic Scientists 
• Archivists are called to act as forensics experts, e.g. 

assessing the identity and integrity of records stored in a 
variety of obsolete or nearly obsolete hardware/software 
and/or formats, or on portable media, and attesting to it, 
and acquiring such records without altering them in the 
process 

• Digital forensic experts are called to act as archivists, 
e.g. identifying what digital materials fall under the 
definition of business records, and keeping them intact for 
as long as needed.  They are also called to attest to and 
sometimes provide quality assurance for digital system 
that produce and/or contain records. 



Records Managers and Forensic 
Knowledge 
•  The issue of what is a record in the digital environment 

keeps coming up at trials and in political discussions  
  
• Email – when is it a record? 

 
• Webpages – records or publications? 

 
•  Tweets – are President Trump’s tweets public records? 



How do they fit together? 
•  Identify authorship and identity 
•  Track change over time 
• Establish evidential reliability (provenance & integrity) 
• Document context 
•  Facilitate interpretation 
• Digital forensics concepts extend our digital diplomatics 

understanding 
• Both concerned with trustworthiness, authenticity, and 

reliability  
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Is specific knowledge needed? 

Digital forensic experts need archival knowledge on 
• Records Trustworthiness 
• Concepts of Record and Recordkeeping 
Archivists need digital forensics’ 
• Understanding of integrity 
• Processes of access, reproduction, identification and 

extraction 
 



InterPARES definitions 
• Data: the smallest meaningful units of information 
• Document: an indivisible unit of information constituted by 

a message affixed to a medium in a stable syntactic 
manner 

•  Information: an assemblage of data intended for 
communication either through space or across time 

• Record: a document made or received in the course of a 
practical activity as an instrument or a by-product of such 
activity, and set aside for action or reference 
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Characteristics of records 
• Naturalness 
•  Interrelationship 
• Authenticity 
•  Impartiality  

From which we can infer:  
• Uniqueness 

 
•  This Jenkinsonian characterization has been much 

criticized in recent decades, but does it still have merit? 
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Naturalness 
• Archives [records] are not documents collected artificially, 

like the objects in a museum, but accumulating naturally 
in offices for practical purposes of administration. 

• Archives are the residue, or sediment, of administrative 
activity 
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Interrelatedness 
•  “Any archive [record] is potentially related closely to 

others both inside and outside the group in which it is 
preserved and… its significance depends on these 
relations.”  

•  This relationship of one record to another and to the 
action in which they participate gives meaning and 
evidentiary capacity 

•  This promise of faithfulness to facts and acts can be 
threatening to some interests – it is the responsibility of 
the archivist to protect records from corruption 
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Authenticity 
• Authenticity is contingent on the facts of creation, 

maintenance, and custody 
• Archival documents can only be authentic when they are 

created with the need to through them 
•  Their authenticity can be presumed through time when 

legitimate, continuous, procedural custody can be shown 
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Impartiality 
•  “…provided that the scholar understands their 

administrative requirements they cannot tell him anything 
but the truth” 

• Not created for posterity, but as a means to express 
action, and as a byproduct of action 

•  “…free from the suspicion of prefudice in regard to the 
interests in which we now use them” 
 

•  This does not mean that their creators and authors are free from 
prejudice, only that the reasons and circumstances of their creation 
ensure that the records were not written “in the interest or for the 
information of posterity”, and that they were created without 
expectation of immediate disclosure or fear of the public eye 

•  if the record is impartial in this sense, we may rely on its faithfulness 
to the facts and acts it is about 
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Uniqueness 
• Each record has a unique place and role in the structure 

of the fonds or archives 
• Copies may exist, but are themselves unique in their 

place and for their purpose 
• Content of a record may exist separately from the 

document, and in many places, but it is the content in 
context (of purpose and place) that make a record unique 
in a fonds 
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Guiding propositions 
• Records attest to facts and acts 
•  Their trustworthiness depends on their circumstances of 

creation, maintenance and preservation 
•  The archival discipline builds knowledge about records 

and acts in order to protect their properties of impartiality, 
authenticity, naturalness and interrelatedness 
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• N. 1. Confidence of one party in another, based on 
alignment of value systems with respect to specific 
actions or benefits, and involving a relationship of 
voluntary vulnerability, dependence, and reliance, based 
on risk assessment. 

• V. 2. To have confidence in another party with respect to 
specific actions or benefits 

•  Trust is subjective, existing on a continuum from trust to 
skepticism 

Trust 
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Record 
Trustworthiness 

Authenticity 

Identity Integrity 

Reliability 

Completeness Control 

Accuracy 

Precision 

Trust framework 
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•  Whether managing records in a paper-based in-house 
system, or managing any valued organizational asset, a 
management framework consists of: 
•  Laws & policies establishing accountability 
•  Standards & practices for management 
•  Systems & technologies for implementation 
•  People 
•  Organizational structure 
•  Awareness & continuing education 

Managing Records of Citizen Engagement Initiatives: A Primer 
https://interparestrust.org/assets/public/dissemination/

EU08_IaaS_Checklistv1.2_.pdf 

Trustworthy records systems: 
Managing records wherever they are 
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Authentic, reliable, accurate 
• Records can only fulfill their functions if they can be 

trusted 
• Records can only be trusted when they are subject to 

efficient and systematic controls over their creation, 
maintenance, use, retention & disposition, and 
preservation across time and technological change  
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Concept of trust / trustworthiness 

Accuracy 

Authenticity 

Reliability 



Concept of trust / reliability 

•  The trustworthiness 
of a record as a 
statement of fact 

• Reliability is the 
responsibility of the 
creator 

Reliability 



Reliability 
• Completeness of form 
• Degree of control exercised over the procedure of 

creation 
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Completeness of form 
• Rules of representation according to which its 

•  Content 
•  Administrative and documentary context 
•  Authority are communicated 

•  These are expressed in extrinsic & intrinsic elements 
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Extrinsic elements 
• Extrinsic elements determine the material makeup and 

appearance of the record 
•  Language 
•  Presentation features 
•  Special signs 

• Extrinsic elements make the record enforceable 
• Annotations (additions made after completion) 

•  Added during execution 
•  Added during handling 
•  Added during managing for RM or archival purposes 
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Extrinsic elements - annotations 

formative   participatory   custodial   
Execution phase  Handling phase  Maintenance  
Authentication  Notes & marks   Registry 

number 
Registration      Classification 

       number 
       Cross-references 
       Date of receipt 
       Archival identifiers 



Intrinsic elements 
•  Intrinsic elements convey the action and immediate 

context of the record 
•  Names, dates, place 
•  Subject matter 
•  Corroboration 
•  Attestation 

•  Intrinsic elements make the record complete 
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Degree of control 
• Controls exercised over the author, who must: 

•  Be competent to issue the record 
•  Have the authority and capacity to issue the record 
•  Be responsible for recording the message in the record 
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Concept of trust / accuracy 

•  The trustworthiness of 
the data 

 
 
• Movable responsibility 

Accuracy 



Accuracy 
• Correctness, exactness, precision, completeness of the 

data 
• Controls on recording and transmission of content  
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Concept of trust / authenticity 

•  The trustworthiness 
that a record is what 
it purports to be 

• Movable 
responsibility 

Authenticity 



Authenticity 
• Mode, form, and state of transmission 
• Manner of preservation and custody 

•  Not tampered with or corrupted 
•  Reliability of record system 

• Defined as identity + integrity 
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Authenticity: identity + integrity 

•  Identity: the attributes of a 
record that uniquely 
characterize it and distinguish it 
from other records 

•  Names of the persons 
•  Date(s) of creation and 

transmission 
•  Indication of matter or action 
•  Expression of the archival bond 
•  Documentary form and digital 

presentation 
•  Indication of any attachment(s) 

•  Integrity: the wholeness and 
soundness of a record 

•  Intact in all essential respects 
and uncorrupted 

•  Handling persons over time 
•  Indication of annotations 
•  Indication of technical changes 
•  Indication of digital signature 
•  Indication of planned removal, 

transfer, deletion 



Integrity: How good is good enough? 
Lessons from digital forensics 
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•  If original bits are 101  
• Change state to 110  
• Continues to a 011  

• Same bits, different value 
	

How good is good enough? 



Loss of integrity 
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•  The original bits are in a complete and unaltered 
state from the time of capture 

• Same order and value of the bits 
• Small change in even one bit means a very 

different value presented on the screen or action 
taken in a program or database 

Bitwise integrity 



	

•  The fact that data are not modified either 
intentionally or accidentally “without proper 
authorization” 

• Based on bitwise Integrity 

Data integrity 



Duplication integrity 
• Given a data set, the process of creating a duplicate of 

the data does not modify the data (either intentionally or 
accidentally)  

•  The duplicate is an exact bit copy of the original data set 
 

114 



Computer / system integrity 
• Computer integrity: the computer process produces 

accurate results when used and operated properly and it 
was so employed when the evidence was generated 

• System Integrity: a system would perform its intended 
function in an unimpaired manner, free from unauthorized 
manipulation whether intentional or accidental 

• Both imply hardware and software integrity 
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• Stable physical devices that will maintain their 
‘statefulness’ – the value they were given is 
maintained until authorized to change 

• Sufficient security measures to prevent unauthorized 
or untracked access to the computers, networks, 
devices, or storage 
•  User logons/permissions 
•  Passwords 
•  Firewalls 
•  Logs 

Ensuring computer / system integrity 



Trustworthiness:  Authentication 
• Authentication: a means of declaring authenticity at a 

point in time.  
• Contextual or technological means of authentication 



 Authentication: technological 
• Digital signature or certificate  
•  Functionally equivalent to medieval seals 

•  A means of verifying origin 
•  Certifying intactness 
•  Makes the record indisputable and incontestable (non-repudiation 

function) 



Authentication: contextual 
• Chain of legitimate custody is grounds for inferring 

authenticity 
• Digital chain of custody 
• Expert opinion – a declaration about the trustworthiness of 

the recordkeeping system 
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Summary… 

Required characteristics of a digital 
record 

•  Stable content & fixed form 
•  5 persons 
•  Identifiable contexts 
•  Archival bond 
•  Act in which it is involved 

Trustworthiness 
•  Authenticity 

•  Identity 
•  Integrity 
•  Reliability of system 

•  Reliability 
•  Competence of author 
•  Completeness 
•  Controls on creation 

•  Accuracy 
•  Reliability plus 
•  Controls on content 
•  Controls on 

transmission 

Archival theories, or 1st principles 
•  Original order 
•  Provenance 
•  Respect des fonds 



Attributes of a (traditional) record 
medium 

form 
content 

act 
persons 

archival bond 
context 



What about medium? 
•  In the digital environment, content, context, and structure 

may be physically separate 
• A record can be complete and effective in and on a variety 

of different media 
• Medium has become part of the technological context and 

is related to technological fixity 
• Definitions of ‘record’ that imply a medium therefore are 

misleading and confusing 
•  This has implications for management & preservation 
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The role of medium 
• Stores the bitstreams used to reproduce the record 
• Necessary to existence, but not to “recordness” 
• Not relevant in assessing authenticity – technological fixity 

is not a requirement 
• Physical medium in analog environment decomposed in 

digital into physical medium + organization of digital 
components/data types 



Characteristics of a Digital Record  
•  Formal Elements: a constituent part of the record’s 

documentary form as shown on its face (intrinsic or 
extrinsic) 

• Metadata: the attributes of the records that demonstrate 
its identity and integrity (authenticity) 

• Digital Components: the stored bitstreams that are the 
building blocks of the record; they require specific 
preservation measures 
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Stored and manifested records 
• Stored record: digital components that make up a record, 

including the data (content), associated metadata 
(context), and the rules for processing the data (form or 
structure) 

• Manifested record: the visualization or materialization of 
the record in a form suitable for presentation to a person 
or system – what you see 

• Both have form, content and composition data 
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Formats 
• Rules that apply to the digital components determine how 

the stream of bits in the computer is translated to what we 
see on the screen 

•  ‘Native formats’ are the type of information objects a 
particular piece of software produces 

• Proprietary formats may 
be difficult to manage  
or impossible to preserve  
in their native form 



Diplomatic concept of digital record 
•  Fixed form 
• Stable content 
• Explicit linkages to other records 
•  Identifiable context 
•  Involvement of five persons 
• Action in which the record participates 
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Diplomatic concept of digital record 
•  Fixed form 
• Stable content 
• Explicit linkages to other records 
•  Identifiable context 
•  Involvement of five persons 
• Action in which the record participates 

•  binary content stored so that the 
message it conveys can be rendered 
with the same presentation it had on 
the screen when first saved  

•  same content can be presented on 
the screen in several different ways in 
a limited series of possibilities 
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Diplomatic concept of digital record 
•  Fixed form 
• Stable content 
• Explicit linkages to other records 
•  Identifiable context 
•  Involvement of five persons 
• Action in which the record participates 

•  the data and the message in the 
record are unchanged and 
unchangeable, or 

•  changes to the form are limited and 
controlled by fixed rules, so that the 
same query or interaction always 
generates the same result: Bounded 
Variability 
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Extension of concept of bounded 
variability  
• Digital diplomatics recognizes two further record 

categories: 
•  Instructive: delineates the form in which external data are to be 

presented (e.g., scores, scripts, regulations, manuals of procedure, 
instructions for filling out forms) 

•  Enabling: enable performance of artworks (software patches), 
execution of business transactions (interacting business 
applications), conduct of experiments (workflows generated and 
used to carry out the experiment of which it is , instrument, 
byproduct and residue), analysis of observational data (interpreting 
software) 
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Diplomatic concept of digital record 
•  Fixed form 
• Stable content 
• Explicit linkages to other records 
•  Identifiable context 
•  Involvement of five persons 
• Action in which the record participates 

•  within or outside the digital system 
•  through a classification code or 

other unique identifier 
•  captured in metadata 
•  the archival bond 
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Diplomatic concept of digital record 

•  Fixed form 
• Stable content 
• Explicit linkages to other records 
•  Identifiable context: 
•  Involvement of five persons 
• Action in which the record participates 

•  juridical-administrative 
•  provenancial 
•  procedural 

•  documentary 
•  technological 
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Diplomatic concept of digital record 
•  Fixed form 
• Stable content 
• Explicit linkages to other records 
•  Identifiable context 
•  Involvement of five persons 
• Action in which the record participates 

•  Author: responsible for issuing the 
record 

•  Writer: articulates the contents 
•  Addressee: intended recipient 

•  Originator: responsible for the space 
from/in which the record is generated, 
sent, or received 

•  Creator: in whose fonds the record 
exists 
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Record ontology 
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Can we see it? 
• What is the record – what we see on the screen, or what 

is saved to the hard drive or server? 
• How is a record stored? 
• What happens when it appears on the screen? 
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A technical view of records 

•  An object as it is recognized and 
understood by a person Conceptual 

•  An object that is recognized and 
processed by hardware & software Logical 

•  An inscription of signs on a 
physical medium Physical 

(Ken Thibodeau, 2002) 



Physical layer 
• How are physical files identified and managed on some 

type of storage 
• An interface between the system of signs – the way of 

representing data – and the physical storage medium 
storing binary inscriptions is controlled by conventions and 
standards 

•  This is in the realm of digital forensics and data 
restoration 



Logical objects 
• A logical object is a unit recognized by a piece of 

application software 
• Rules that apply at the logical level determine how the 

input stream is transformed into the system’s memory 
and output for presentation 

•  ‘Native formats’ are the type of information objects a 
particular piece of software produces 

For example: 



Logical layer 

•  Word processing, spreadsheets, 
databases, multimedia, etc. 

Application 
software 

•  Operating system, utilities, 
compilers, etc. 

System 
software 

•  Hard drive, optical disk, tape, 
solid state, etc. Hardware 



Logical objects 
•  The mapping of logical to physical can be changed with 

no significance at the logical level – example: a Word 
document (logical object) saved on a hard drive, optical 
disk, flash drive 

•  To preserve digital information as logical objects we 
must know the requirements for correct processing of 
each object’s data type and the software that will 
perform correct processing 



Conceptual – Intellectual Entity 
•  The object we deal with in the real world – an entity 

recognizable as a meaningful piece of information 
[what the law identifies as a record – book, map, 
photo…] 
 
 
 
 

•  Intellectual entity is what we see and use 
• May also be an object recognized by a business 

application (eg cash withdrawal at an ATM) 



Conceptual ≈ Diplomatics 
•  The properties of conceptual objects are those that are 

significant in the real world 
•  The content and structure of the conceptual object must 

be contained in the logical object 
• But the conceptual structure may differ substantially from 

the structure of the logical object 
• And the same conceptual content can be represented in 

very different digital encodings 



Can we see it? 
• Stored record: digital components that make up a record, 

including the data (content), associated metadata 
(context), and the rules for processing the data (form or 
structure) 

• Manifested record: the visualization or materialization of 
the record in a form suitable for presentation to a person 
or system 

• Both have form, content and composition data (structure) 
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Identifying records: 
Types of digital entities 
• Static: records are static if they can be read, without any 

interaction beyond opening, closing, searching and 
navigating 
 

•  Interactive: digital entities are interactive is they present 
variable content, form, or both; furthermore, the rules 
governing the content and form of presentation may be 
fixed or variable 
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Identifying records: 
Types of interactive digital entities 
• Non-dynamic: the rules governing the presentation of 

content and form do not vary, and the content presented 
each time is selected from a fixed store of data. Ex. 
Interactive web pages, online catalogs, records enabling 
performances—they are records 

• Dynamic: the rules governing the presentation of content 
and form may vary—they are either information systems 
or potential records 
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Identifying digital records 

Digital object 

Interactive 

Non-dynamic 

Dynamic 

Static 
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Potential Record 

Record 



How a record relates to action 
• Classic diplomatics categorizes (legal) records according 

to their relationship with the act: 
 
•  Probative: documents a completed transaction (example: 

certificates, registrations, transcripts, receipts) 
 

•  Dispositive: puts the act into effect (example: contracts, grants, 
applications, money orders) 
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How a record relates to action 
• Modern diplomatics adds non-legal records: 

 
•  Supporting: generated to be used in the course of multiple 

activities as a source of information (example: reports, surveys, 
research data) 

•  Narrative: generated on a discretionary basis only for 
communication, memory (example: many emails, memos, lists) 
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How a record relates to action 
• Digital diplomatics recognizes two further record 

categories: 
 
•  Instructive: delineates the form in which external data are to 

be presented (example: scores, scripts, regulations, manuals 
of procedure, instructions for filling out forms) 
 

•  Enabling: enable performance of artworks (software 
patches), execution of business transactions (interacting 
business applications), conduct of experiments (workflows 
generated and used to carry out the experiment of which it is , 
instrument, byproduct and residue), analysis of observational 
data (interpreting software) 
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Why is identification of records important? 
• Evidence 
• Accountability 
• Protection of Our Rights 
• Preserving Our Identity 
• Understanding the Past 
• Relying on Our Sources 
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Are they records? ~ VanMap 
1.  Fixed form & stable content: NO – data are continuously 

updated and overwritten 
2.  Participate in an action: YES – but there are as many 

actions, and the records created may not be captured 
3.  Archival bond: NO – each instantiation is distinct, not 

part of a process 
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Are they records? ~ VanMap 
4.  Persons: YES  

•  Author – City of Vancouver 
•  Addressee – City staff 
•  Writer – VanMap team and data contributors 
•  Originator – VanMap 
•  Creator – City of Vancouver (VanMap) or recipient of query 

(individual instantiation) 

5.  Contexts: YES 
Conclusion: VanMap is a potential record, but not at this 
time a record 
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Are they records? ~ electronic filing 
system, Supreme Court of Singapore 
EFS is an integrated online workflow – law firms can submit 
to and search and request records from the court 
1.  Fixed form and stable content: YES  
2.  Participate in an act: YES 
3.  Archival bond: YES  
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Are they records? ~ electronic filing 
system, Supreme Court of Singapore 
4.  Persons: YES 

•  Author – the Court 
•  Writer – various, depending on the stage of procedure 
•  Addressee – various  
•  Originator – Court & individual 
•  Creator – Court  

5.  Contexts: YES 
Conclusion: records resulting from the process of 
administering bankruptcy proceedings are records 
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Conducting a contextual analysis 
• A contextual analysis is a systematic and structured 

planning tool that gathers information about your 
organization, its recordkeeping procedures, and its 
records into one report 
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Why conduct a contextual analysis? 
• A contextual analysis is a planning tool that gathers 

information about your organization, its recordkeeping 
procedures, and its records into one report that can be 
used as the basis for: 
•  Policy development 
•  Appraisal 
•  Risk analysis 
•  Benchmarking a records management program against 

international standards  
•  Gap analysis to identify weaknesses in an RM program 
•  Broader information planning, and more… 
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Parts of a contextual analysis 
• Part 1: Gathering background information about the 

organization or business unit – the juridical & provenancial 
contexts 

• Part 2: Gathering information about the activities resulting 
in the creation of relevant records – the procedural, 
documentary, and technological contexts 
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The information ecosystem 
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Global context 

Juridical context 

Provenancial context 

Procedural context 

Documentary context 

Technological context 

Records 
Information 
Documents 

Data 



Methodology & methods 
• Ethnographic or case study methodology 
•  Interviews 

•  Records creators 
•  Records managements 
•  Senior administration 
•  Legal staff 

• Document review 
•  Internal – policies, procedures, guidelines, org charts, etc. 
•  External – laws, standards, codes of practice 
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Exercise 
• Contextual analysis 

•  What is the context of your organization’s records management 
•  What level of readiness for records management is your 

organization 

• Diplomatic analysis 
•  Are the digital entities created by your organization records in the 

diplomatic sense (i.e. are they capable of being preserved 
authentic, reliable, and accurate) 
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Challenges – overview  
•  Technological 

•  Race to the next best thing 
•  Vendor pressure, management pressure 
•  Focus on “information” and business advantage, analytics 

• Social 
•  Records management becomes invisible 
•  RM requires professional staff, ongoing training 
•  IT and RM speak different languages 

• Strategic 
•  Bring RM to the management table 
•  Seek adequate financial resources (budget) 
•  Focus on good policy, standards 
•  Focus on records as distinct from data or information 
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Reconciling ‘record’ ‘information’ ‘data’ 
• Understand that record is a class of information that 

participates in or documents an activity, and is kept for a 
period of time for a particular purpose or purposes. 

•  The context of the record’s creation, maintenance, use, 
and subsequent reuse will determine its management and 
preservation 

• Records exist in context of actions and other records 
• Data may be disaggregated, anonymized, recombined, 

decontextualized 
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More than a “business asset” 
• Until an organization understands the nature of records, 

any records management program cannot deliver 
concrete results 

•  Identifying records as business assets presumes 
economic value 

• What are the different types of value for records? 
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• Most challenges discussed (outside RM) represent 
present concerns with current data (data-centric thinking): 
•  Is data secure from alteration or interference? 
•  Can personal privacy be protected? 
•  Can regulations and laws be observed in the face of cross-

jurisdictional data transfer? 
•  What guarantees of continuity of service exist? 
•  How will data breaches be handled? 

Data-centric thinking 
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• Recordkeeping challenges look beyond the immediate 
present, reaching into the past, and projecting into the 
future (record-centric thinking) 
•  Can context of records be protected? 
•  Can provenance be demonstrated? 
•  Can retention & disposition be carried out? 
•  Can access and usability be assured over time? 
•  Can intellectual rights be respected? 

Record-centric thinking 

166 



• We keep records (sometimes over long periods of 
time) as evidence of activity, and as memory of action, 
& to prove accountability – we must trust them 

•  In archival terms, we trust records based on proof of 
records’ authenticity, reliability, & accuracy 

•  In legal terms, trust is expressed through rules of 
admissibility of documentary evidence (common law 
systems) 

• Demonstrable chain of responsible custody is key to 
both 

Chain of custody/provenance 
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• Managerial, including Records Management 
• Economic 
•  Legal 
• Security 
•  Technical  

Records in the Cloud – Switzerland (2016) https://interparestrust.org/assets/public/
dissemination/RiCSwitzerland_rapport_final_complet.pdf  

Holistic view of considerations for 
adopting cloud services 



• Ad hoc 
• Opportunistic 
• Repeatable 
• Managed 
• Optimized 

IDC, 2016 

Cloud maturity 



• Regardless of the degree of cloud adoption, there are 
tools to evaluate the benefits and risks from the 
perspective of recordkeeping based on archival science 

• Checklist for evaluating cloud service provider contracts 
• Checklist for evaluating retention & disposition capacity 

Tools for evaluation 



CSP contracts as instruments of trust: 
Purpose & Research question 
•  To explore the contract – specifically the contract between 

a client and a cloud service provider – as a tool for 
building trust 

• How effectively do cloud service contracts meet the needs 
of records managers, archivists, and information 
governance professionals? 



Selected contracts 
• No marketing material 
• Boilerplate contracts & documents 

•  Terms of Service (ToS) 
•  Service Level Agreements (SLA) 
•  Privacy policies, Acceptable Use policies, Security terms, 

•  Jurisdiction 
•  Canada, United States, Europe 

Amazon.com (USA); Bluelock (USA); Dropbox (USA); Egnyte (USA); GoGrid (USA); 
Google (USA); ProfitBricks (USA); Rackspace (USA); CityNetwork (Sweden); SAP 
(Belgium); Pathway Communications (Canada) 



Contracts review 
•  Findings: 
•  Several legal documents exist 

•  Terms of Service 
•  Service Level Agreements 
•  Privacy Policies 
•  Acceptable Use Policies 

•  Little standardization of terms 
•  “Often incomprehensible to majority of users” 
•  Wide-ranging exclusions of liability favor the providers 
•  Terms may change 



Related work 
• Recordkeeping Standards, Cloud Computing Contract 

Standards, and related articles 
•  Public Records Office of Victoria (2012) 
•  European Commission subgroup on service level agreements 

(established 2013) 
•  ISO/IEC 19086 (2016) SLA Standardization Guidelines 



CSP contracts in the courts 
• Case Law and Related Articles 

•  Relatively few cases decided, but several legal tenets involved 
•  Complexity results from jurisdictional and industry differences 

•  Contract law 
•  Privacy and access 
•  Confidentiality and security of data 
•  Data jurisdiction and conflict of laws 



Comparative Analysis 
• Regardless of jurisdiction, sector, or industry, common 

risks to records exist: 
•  Unauthorized access 
•  Privacy breach 
•  Loss of access, control 
•  Lack of transparency of service 
•  Lack of ability to negotiate service 
•  Location ambiguity 
•  Contract ambiguity 



Specific Considerations 
• Data ownership 
• Availability, retrieval and use 
• Data storage and preservation 
• Data retention and disposition 
• Security, confidentiality, privacy 
• Data location and cross-border data flow 
• End of service; contract termination 



The Checklist - sections 
• Agreement 
• Data Ownership and Use 
• Availability, Retrieval, and Use 
• Data Storage and Preservation 
• Data Retention and Disposition 
• Security, Confidentiality, and Privacy 
• Data Localization and Cross-border Data Flows 
• End of Service; Contract Termination 



The Checklist 



Key points 
• Adopting cloud computing services does not change an 

organization’s legal duties 
•  The Cloud Computing Contract & Service Level 

Agreements are essential components of a cloud 
computing strategy 

• Key issues to consider are clauses relating to jurisdiction, 
data security, and intellectual property rights 

For more information see JISC Legal Information (2011) User Guide: Cloud Computing Contracts, SLAs and Terms & 
Conditions of Use 

180 



Issues for records management 
• Ensure that policies and procedures for the management 

of records and information are administered and validated 
in the same way for for records in the cloud as for records 
onsite  
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Resources 
• Cloud Service Contracts: An Issue of Trust, Canadian 

Journal of Library and Information Science (CJLIS): 
Special Issue on Data, Records and Archives in the 
Cloud, June 2015 

•  https://interparestrust.org /Dissemination 
•  Annotated bibliography 
•  Checklist 
•  Final Report 



• Selected tools to help, InterPARES Trust, 2017 
•  Checklist for ensuring trust in SaaS (EN, SP) 
•  Checklist for comparative analysis of governmental e-services 
•  Checklist for single sign-on systems 
•  Economic models for could storage decision-making 
•  Archival standard of practice 
•  Functional requirements for retention & disposition in cloud 
•  Managing records of citizen engagement initiatives: a primer 
•  Checklist for evaluating cloud contracts (EN, AP, FR, NL) 

Who is responsible?  
Caveat emptor, or caveat venditor? 


